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Thesoftwaredescribedin thisbook is furnishedunder a licenseagreementand may be used
onlyin accordancewiththetermsof theagreement.

Document Number : 5SBESASMB13.02.09 / 10.x

Copyright Notice: Copyright© 2009. AllrightsReserved.
Anytechnicaldocumentationthatis made available by Microwbrld is the copyrightedwork of

MicroWorld andisownedbyMicroWorld.
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givesno warrantyas to its accuracyor use. Any use of this technicaldocumentationor the
informationcontainedhereinisattheriskof theuser

Thismayincludetechnicalor otherinaccuraciesor typographicalerrors.MicroWorld reserves
therightto makechangesin thisregardwithoutprior notice.

No partof thispublicationmaybe copiedwithoutthe expressvrittenpermissiorof MicroWorld.

Trademarks: Microworld, MicroWorld Logo, eScan, eScan Logo, MWL, MailScan are
trademarksof MicroWorld.

Windowsisa registeredrademarkof MicrosoftCorporation.

Other product names mentioned in this documentationmay be trademarksor registered
trademarksof theirrespectivecompaniesand are herebyacknowledged.

For TechnicalSupport,pleasewriteto support@muwti.net

For gettingsolutionsto eScarrelatedproblems, pleasevisithttp:/forums.mwti.net
For Online-help, pleasevisithttp://www .mwti.net/wiki

For salesrelatedqueries pleasewriteto sales@muwti.net

Rublisher: MicroWorld

February 2009.
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Introduction
MicroWorld WelcomesYou!

A few words before you start

eScanprovidesthe bestprotectionagainstViruses;rojans, Wormsand otherthreatsthatlurk
intheInternet.eScanepitomizeghenextgenerationof AntiVirussoftwareproductthathandles
threatsfrom a newperspectiveltisbuilt on the MicroWorld WinsockLayer(MWL)technology
MWL formsa protectivescreenaround your systemand is alwayson guard from the moment
youswitchon yourcomputer till youshutit down. InstalleScarfirst. Thesection“Installationof
eScari providesdetailedinformationto helpyouinstalleScan.

Important features are listed below:
There are multiple scan engines in use.

I AntiVirus Engine: This intelligent virus detection engine uses Signature based
approachaswellassophisticatecheuristicalgorithmsto detectand cleanknownand
unknownviruseon thefly.

I AntiSpyware & Adware Engine: This engine eliminates viruses, spywareand
adwarebyusingMicroWorld AntiVirusand AntiSpywardoolkit utility(MWAV).

I AntiSpam Engine: Thisengineblocksoffensivemails& attachmentsclassifiesnails
asSpamor Hamwiththehelpof indigenousNILPtechnology

I Firewall Engine: ThisenginedetectsTrojans, blocksapplicationsand definesrules
for packetfiltering
I Proactive Security: Freventsattacksfromnewsuspicioughreats.

I Automatic Updates: Automatically downloads free compressedupdates from
MicroWorld sites.

And many more.......

For eScan feature comparison sheet, visit the link below:
http://www.mwti.net/escan10/eScan_product_comparison.pdf

We thank you for choosing eScan.

@ ceoviono Quick Reference Guide



AntiVirus Edition for SMB
Installation of

‘e Scan

This section providesinformation about the softwareand hardware requirementsfor your
systentoinstalleScanand providesstep-by-stepinstructiondor installation.

Software and Hardware Requirements

Your systenshouldhaveWindowsXP/ WindowsVista/ Windows2003 / Windows2008 [32-
bit/ 64-bit]. Your systenshouldhaveminimum128 MBRAM(256 MB RAMrecommended),
150 MBoffreeharddiskspace,a CD ROMdrive& InternetExplorei5.0..

Pre-requisites for Installation
BeforeinstallingeScarensurethatthefollowingaredone:

Uninstall any other AntiVirus software.

Check for the largest free drive / partition and install eScan on that drive / partition
Needs Administratordgin to the PC.

IP address of the Mail Seryerhere warning messages are to be sent. If
authentication for the Mail Server is mandatory for accepting emails, then you will
need authentication user name and password to send mails.

Installation Procedure

Installingthe applicationfrom the installationfile downloadedvia the Internetis identicalwith
installingtheapplicationfromthe CD. TheeScaninstallationsetupfile hastheextensiort.exe.
The eScan setup is an Interactive Installation Wizard. We recommend closing of all
applicationsbeforeproceedingwiththeinstallation.

STEP 1 - Setup Language
Selecthelanguageto useduringtheinstallationfrom the drop downboxand clickon the OK
button.eScanisavailablein manylanguages.

STER - Installation Wizard's Welcome Screen
InstallationWizard welcomesyou to the installationprocess.Click NEXTbutton to proceed
withtheinstallationor click CANCELbuttonto aborttheinstallation.

STER3 - License Agreement
Thiswindow containsthe End-UserLicenseAgreement(EULAYor eScanSoftwareProduct.
Readit carefullyandif youagreewithall termsand conditionsof theagreement select'l
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acceptthe termsof the licenseagreement'and pressthe NEXTbutton and the installationwill
be continued. Or select'l don't accept the termsof the licenseagreement or pressthe
CANCELDbutton to abort the installationor click BACK button to go back to the previous
window

STER! - Selecting the Installation Folder

Afteracceptingthe EULA you will be askedto identifythe folder on your computerwherethe
applicationshouldbeinstalled. Thedefaultpathis:

<SystemDrive>\Program Fles\eScan for 32-bit systems.

<SystemDrive>\Program Fles(x86)\eScanfor 64-bit systems.

() Note: You can specify a different folder by pressing the BROWSE button and selectin
folder. To proceedwiththeinstallationpresshe NEXThutton.

STEPR - Final Summary report before Installation

Thiswindowwill showthe summaryof the options selectedike destinationof the installation
location. Thisstepcompletesthe preparationfor installingthe application on yourcomputer

Click on the BACK button if you wantto reviewor changeany settings.Click on the INSTALL
buttonto proceedwiththeinstallation.Theinstallationfileswill startcopyingto yourcomputer

STERS - During the Processof Installation

During the processof installation,eScansoftwarewill searchfor other AntiVirusprogrammes
whichmayconflictwiththisapplication. If anysuchprogrammesare detected werecommend
you to uninstallthem before you proceed. (Pleaserefer to the Section“Pre-requisites for

Installation ). During the process,eScanwill executethe Anti Virus& Anti SpywareToolkit
utility(MWAV)and scanthe systenfor virusesand disinfecthesame.

STEF - Creating an eScanServer

Thenextstepwill be a promptwindowwhichwill askwhetherthe systenmshouldbe made the
eScanServer Click on "Yes'button to make the systenthe eScanserver Thissystemshould
have an internet connection to download the eScan updates of virus signatures,spam
definitions firewallrulesand programmemaodules.

When clicked on the 'NO' button, the systemwill be made an eScanclient. Thissystemwill
downloadtheeScanupdatesfromtheeScanServein thelocal areanetwork.

STERB - Activating the eScanLicensekey
Next, the licenseinformationwindowwill be displayed.Enterthe eScanlicensekeyin the text
field“EnterLicensekey’ (Pleaseeferto the” Product Key” section for moreinformation).

STEP - Completing the Installation

On clicking OK after entering the LicenseKey or on clicking “Trial Versiori, the window
“Installationcompleted”would appearindicatingthatit isnecessaryo restartthe computerto
correctlycompletetheinstallation.



(i) Note: Thisversionwill supportupgradesfrom all earlier supportedeScanversions but
consideringthe number of builds, hotfixesand upgrades,we recommendthat you uninstall
earlierversion®of eScan|f any, and theninstallthenewone.

PRODUCTSPECIFICAIONS
Taskbar
Aftertherestart,youwill findin the WindowsTaskbarfollowingicons:

: Thisicon is theicon for eScanProtectionCenter It indicatesthe protectionstatus.If the
iconisactive(redcolor),eScan'sealtimeprotectionison. If theicon hasa crosson it, eScan's
realtime protectionis eitherbeing startedor hasbeendisabled.Byright clickingon the active
Red Shield,you can scanyour computer download the updates, pausethe protectionand
configurethe eScanfor scanning/protectingyour computerby opening the eScanProtection
Center
(i) Note: If you right click on the Bd Shield and click on “Buse Potectiori, all the eScan
featureswill be disabled.To enablethemagain, right click on the ePCicon and thenclick on
“ResumeRrotectiorf.

&k : Thisiconis for eScanManagementConsole. Thisis a greycolour cog wheel. Thisicon
willbeloadedon the Windowstaskbarof aneScanservetONLY.

(i» Note: TheeScanManagementConsoleiconisnotavailableor loaded on an eScanclient
systemOnly theeScanProtectionCentericonwill be loaded on an eScarclientsystem.

New User Friendly GUI

Thenewgraphicaluserinterfaceof eScanhasbeendesignedto suitthe needsof both novice
and expert users with a single screen access to the AntiVirus mo@tDemand Scanner
Updaterand to somevaluabletools. All thesecan be accessedy double clickingon the Red
Shieldto openthe eScanProtectionCenter Thenew GUI is pleasantlystraightforwardwith a
uniformdesignfor all modules.

eScanProtection Center

To openthe eScanProtectionCenter double click the red shieldicon. Thiswill promptfor the
Administratopassword(if any passwordhasbeenset).Defaultpasswords setto “admin” for
Web Protectionand EndRoint Securitymodulesof eScanRrotectionCenter Enterthe password
and clickon the OK button. TheeScanProtectionCenterwindowopens.Ifyouclickon “Read
Only” in the AdministratorPasswordwindow modifications/ changesof settingsare not
allowed.

Theleft panel of eScanPotectionCenterprovidesquickaccesgo themodulesavailable.

#® Protection: Click on this tab for Potection options like Fe AntiVirus, Mail AntiVirus,
AntiSpam and Fewall

# Scan: Click on this icon for scheduling and carrying out the On Demand Scan (ODS

9 Update: Click on this icon for settings to download updates.

# Product Key: Click on this icon to register your eScamdrluct.

9 Tools: Click on this icon to access some very valuable tools of eScan like System



Information, Send Debug Information, Download Hotfixe&ore Default Vihdows
Settings.

# Help: Click on this icon for online technical help regarding eScan.

# Password: Click on this icon to modify the eScan password.

Theright panel of theeScanProtectionCentercontainsthe statusof the modulesselectedn
theleftpanelfromthetab “Protectiorf andisusedto configurethemodules.

On clickingon the Module-tabs, one findsin the right panel of the eScanProtection Center
twoButtonsn theupperhalf of therightpanel:

“Start/Stoy to start/stopa particularmodule.

“Settings'to opentheconfigurationwindowof themodule.

IntheLowerhalf of therightpanel,onefindsReportsabouttheactivitiesof eachmodule.

PROTECTION
Thetab “Protectiorf containsfollowingmodules:

File AntiVirus

Thismodulemonitorsand safeguardsyoursystenon real-timebasisagainstvirusesspyware,
adwareand othermaliciousobjects,whilefilesare accessed/modifiedlt alsohasthe feature
"Roactive Scanning'for suspiciousobjects. Thismodule providesstatisticalreport about the
objectsscanned& virusesdetectedduring real-time monitoring Reportsare also available
aboutHle AntiVirusactivities Quarantineobjects canalsobe viewed.

Mail AntiVirus

This module scans all incoming and outgoing mails for viruses, spyware, adware and ot
maliciousobjects.lt also sendsViruswarnings.Reportsare availableabout the Mail AntiVirus
activities ArchivedMailscanalsobe viewed.

AntiSpam

Thismodule filters all your junk and spam emails based on NILP(Non IntrusivelLearning
Pattern)technology It also sendscontentwarnings. Reports are available about AntiSpam
activities QuarantinedMails& Ham mailscanalsobe viewed.

Firewall

Thismodule monitorsall incoming and outgoing networkactivitiesof your systemand also
protectsit fromall networkbasedattacksvia Internetand Intranet.Bydefault,itissetto Limited
Fitermode (onlyincomingtrafficisfiltered).However InteractiveFlter and options“Allowall”
&“Blockall” arealsoavailable.Detailedreportsare availablein graphicaland non-graphical
formats.Viathetool View TR currentnetworkactivitiescanbe viewed.

(i) Pleasenotethatall thesemoduleshavea vastvarietyof settinggo configureeachof these
to suitone'sneeds.



SCAN

This module scans on Demand with cache technology files, folders and all storage devit
memory registryand servicedasterfor threatsand irritantsin the form of viruses spywareand
other malicious objects. On Demand Scanning can be scheduledto be carried out
automaticallyatthechosenschedule Logsare createdfor all scansand infections.

UPDATE

Updater automatically keeps your system'sprotection up-to-date from all new emerging
specief virusesand othermaliciousprogrammeswhichappearfrequently TheUpdatercan
be configuredfor the FTP/HTTP/Networénd scheduledasperone'sneeds.

PRODUCTKEY

eScanproductneedsto be registeredfor preventingthe misuseof your license.Therefore,a
licensekey is provided and it needsto be activated. Thiscan happen while installing the
programme or after installation by clicking on Wdows SART > All Programs > eScan for
Windows> eScanRegistration.

Enterthe 30 characterLicensekey (in capital letterswith hyphensincluded)in the License
Informationwindow Click on Apply thenthewindow*Licensekey updated” would appear
Clickon OK.

For activatingthe Licensekey youneedto go to the RegistrationwWizardand right clickon the
Licensekeydisplayedunderthe columnStandardkey(30 char).

Then click on "Activate Now" button.

In the “License Informatidrwvindow appearing thereafterselect the radio button
“Activate Now and then click on the OK button.

In the next windoyenter your personal Information in the space provided and
then click on the NEXT button (Only email id is mandatafyyou don't want to
disclose any other personal information.)

Then the window “Bgistration Method” would appearHere you can select:

# Online - If this method is selected,ensurelnternetconnectionis available and
then click on NEXTbutton. A new 60-character Activation code would auto-
maticallyget added in the Registrationinformation window Thiswindow would
also display the validity period of your license key and the number of users
registered.

NOTE For onlineactivation,correctinternetsettingsare configuredby clickingon
thebutton“Settings”of themodule“Update” in ePC(eScanProtectionCenter).

# Fax If this method is selected, a FaxRegistertxt would automatically get
generated.You canfaxthesameto +91 22 28304750. On receivingthis,wewill
send you the Activation code. You can also email the FaxRegisterxt to
register@mwti.net.

# Email- If this method is selected,then a new email will be automatically
composedcontainingall thedetailsfilledin byyouin thewindow“Personal



#  Informationi. Afterwereceivethisemailfrom youat register@mwti.netwe will sendyo
theActivationcode.

! OnceyoureceivetheActivationCode (eitherby Faxor byemail),youhaveto enterthisin
theLicensdnformationwindowby selectingheradio button®l haveActivationCode” in
the text box “Enter Activation Code” and click on OK. Then the “Registration
Informatiorf Windowwould showthisActivationCode and thevalidityof thelicensekey
along withthenumberof usersregistered.

TOOLS

! "Systeminformatiori helpsto getdetailedoverviewabout the hardwareand software
beingusedin thesystemThishelpsin AsseManagementof thesystem.

“SendDebug Informatiori helpsto createthe debugzip file requiredfor solvingthe
problemsencounteredbyyouwhileoperatingeScan Thisdebugzipneedsbe emailed
to eScansupportteamfor analysisand providingtherequiredsolution.

' "Download LatestHotfix" helpsto downloadthelatesteScanprogrammeupdatesto fix
theerrorsintheprogramme.

! "Restore Windows Default Settings”will restore the original Windows settingsto
eliminateall themodificationsmadebya virusattack.

HELP

Thismodule providesyou the links to updated online resourcesfor solving your technical
queries problemsandtweaks.

Live Chat - Providestheoption of chattingwithour 24x7 online supportteam.

eScanOnline Help - ProvidescomprehensivénformationabouteScanfeatureshroughthe
MicroWorld Wikipedia.

MicroWorld Forum - Isaforumfor discussionsbouteScan.

PASSWORD
This module provides the possibility to change the eScan administrator password.

eScan Management Console (EMC)

To open the eScanManagementConsole (EMC), double click on the EMC icon on the
Windows taskbar This eScan Management Console helps the SystemAdministrator to
centrallymanage all the eScanclient systemsn the network. Using the EMC service,the
Administratoican monitorclients,deploysecurityneasuresuchasvirusscanning updatesof
virussignatures& spamdefinitions,eScanlicenses,nstalling uninstallingand upgrading of
eScarnremotely uninstallingof otherAntiVirussoftwareand enablingor disablingof theeScan
monitor, and sendvirus outbreak alerts and securityviolation notificationsand enforce an
IntegratedSecurityPolicyacrossthenetworkof an enterprise.



The EMC menu bar contains two menus: Services amp&ts.

SERVICES

Stop/ Start Announcement - Whentheannouncementis started,all the eScanclients
listento theeScanserver

Normal View/ Network View - Theseservicesrerequiredfor displayingtheclients.
EMC Settings- Thesecontain settingsfor UDR FTPLogs and for DeployingRule-sets.
Thereisalsoan optionforinvokingtheeScanRd alongwiththeEMC.

SetHost Configuration- Thisservicegivesan overviewaboutthe existingeScanclients
andtheircurrentstatusand theoptionto add/ delete/ modifya client'sP/ HostName.
Deploy License- Thisserviceismeantfor deployingeScanlicensekeyon all theeScan
clients.

Deploy Rule-Sets Thisserviceis meantto deployan integratedeScanpolicy/ rule sets
onalltheeScarclients.

Update All Clients- Thisservicewill forcefullyupdateall theeScarclients.

Shutdown Management Console- This will stop the eScan announcementand
shutdowrtheEMC.

REPORTS

Configure Mailing of Reports- Thisoption helpsin configuringthemailingof thereportsby
themail server

Mail Reports Now - Thiswillgeneratethereportand senditimmediately

View Log- ThiswilldisplaythelogsofaneScanclient.

Delete Log- Thiswilldeletethelog of aneScarclient.

Delete All User Logs- Thiswill deletethelogsof all theeScanclients.

Clear Virus Incidence Database - Thiswill clearthevirusincidencedatabaseof a client.
Clear All Virus Incidence Databases- Thiswill clearthevirusincidencedatabasef all the
clients.

Refresh User Logs- Thiswillrefreshthelogsof theclientselected.

Refresh All User logs- Thiswillrefreshthelogsof all theusers.

About EMC- Thisoptiondisplaysheversionand copyrightinformationabouttheEMC.

EMC TABS

Theright panel of the EMC- Windowcontainson the bottomfollowingtabs:

System- Thistab displayghestatusof theall EMCannouncements.

Updates- ThistabdisplaygheeScanClientsthatare updatingfromtheeScanserver
Infected Machines- Thistab displaygheinfectedmachinesnthenetwork.

Virus Report- Thistab displaysgraphicalreportsregardingvirusinfectionin thenetwork.
License- Thistab displaysthevalidityperiod of theeScarlicensekeyand thenumberof users
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registered.

Block Hosts- Thistabisto add an IPor an IPrangeto thelistof blockedhosts.

Client Live Updater - Thistab displaysheonline statusof all theeScarclientsconnectedio
theeScarserver

Contact Details
We offer 24x7 technical support to our customers on telephone and online (via email, live ch:
and forums)

Chat Support
Chat with our support team at 'escanchat' using MSN @hdo Messenger
escanchat@yahoo.com or escanchat@mwti.net.

Email Support
If you have any queries about our products or have suggestions and comments about this gt
please send them tsupport@mwti.net .

Forums Support
You can even join the MicroWirld Forum at http://forums.mwti.net to discuss all your eScan

related problems with eScaexperts.

REGISTERED OFFICES

Asia Pacific:

MicroWorld Software Services Pvt. Ltd.
Plot No 80, Poad 15, MIDC, Marol,
Andheri (E), Mumbai, India.

Tel: +91 22 2826 5701

Fax: +91 22 2830 4750

Germany

MicroWorld Technologies GmbH
Leopoldstr 244

D-80807 Munich,

Germany

Tel: +49 (0)89 20 80 39-223
Fax: +49 (0)89 20 80 39-226

South Africa

MicroWorld Technologies South Africa (PTY) Ltd.

376 Oak Avenue,

Block C (Entrance from 372 Oak Avenue),
Ferndale, Rindburg, Gauteng, South Africa.

Tel.: Local 08610 escan (37226),
International : + 27 11 781 4235,
Fax : +086 502 0482
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USA:

MicroWorld Technologies Inc.

33045 Hamilton Court East, Suite 105,
Farmington Hills, M| 48334-3385, USA.
Tel: +1 248 848 9081

Fax: +1 248 848 9085

Malaysia

MicroWorld Technologies Sdn.Bhd.
(Co.No. 722338-A)

E-8-6, Megan Avenue 1, 189, Jalan Tin
Razak, 50400 Kuala Lumpur, Malaysia
Tel: + 603 2333 8909/8910

Fax: + 603 2333 8911
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